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Employee data protection has been a particularly time and resource-consuming issue 

for employers since the General Data Protection Regulation (GDPR) came into force. 

The GDPR places numerous requirements on employers regarding the collection, stor-

age or deletion of employee data. 

 

This begs the question: How can employers prevent this effort from being used as a tool 

against them...?  

 

 

What is "personal data" in the employment relationship? 

 

The concept of "personal data" (protected by Art. 4 No. 1 GDPR) is central to all ques-

tions concerning the right of access. 

Personal data inevitably arise constantly in the employment relationship and can quickly 

add up to an unmanageable amount. This is because the term "personal data" includes 

not only all information that is found in an employee's personnel file (including applica-

tion documents, job appraisals and information on sick days and absences), but also 
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simply "all information relating to an identified or identifiable natural person" (Art. 4 No. 

1 GDPR). This includes, for example, every single business email that an employee 

writes or receives. After a certain period of employment, this can quickly add up to thou-

sands of emails.  

 

Right of access - Art. 15 GDPR 

 

In order for an employee to be able to assert his or her possible rights to rectification, 

erasure and blocking of this data, he or she is entitled to access pursuant to Art. 15 

GDPR. In addition to confirmation as to whether or not personal data has been pro-

cessed, an employee may also request that the employer provides a copy of this data 

in accordance with Article 15 para. 3 GDPR.  

According to recent experience, employees in dismissal protection proceedings use pre-

cisely this claim to improve their negotiating position with regard to the conditions of a 

possible amicable termination of the employment relationship by way of a settlement. 

Well-advised employees know that making a copy of all personal data collected by their 

employer involves not only effort but also costs and therefore hope that the employer 

will increase its settlement offer in order to avoid this.  

 

Limits of the right of access 

 

There is a discussion about limits, which could restrict such a request for access, as the 

risk of abuse is obvious - however, there is not yet any case law on this from the Federal 

Labour Court or the Federal Court.  

 

Various German courts have given judgments concerning the scope of the right of ac-

cess as well as its limits. However, these judgments do differ from each other.  

 

The Labour Court of Düsseldorf ruled in favour of the employer (5 March 2020 - 9 Ca 

6557/18), referring to the principle of good faith, that the employee's interest in obtain-

ing a copy of his/her “personal data” was grossly disproportionate to the employer's ef-

fort to search for such personal data on various media (smartphones, notebooks, stor-

age media, etc.). Nevertheless, the court awarded the employee a claim for damages 

amounting to EUR 5,000.00 - because the information on the processed data was pro-

vided several months too late and only inadequately. 
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Legitimate interests of third parties can also form a limit to the right of access (section 

34 para. 1 in conjunction with section 29 para. 1 and para. 2 German Federal Data 

Protection Act). This is relevant, for example, if an employer has guaranteed a whistle-

blower anonymity. Such legitimate interests of a third party can, but need not, outweigh 

an employee's interest in access.  The Regional Labour Court of Baden-Württem-

berg (20 December 2018 - 17 Sa 11/18) ruled in this regard that a general reference to 

the necessity of anonymity of whistleblowers is not sufficient. An employer must present 

concrete facts, which justify keeping certain personal data confidential. 

 

An employer might further argue with abusive exercise of rights, in particular if it is clear 

from the context that the assertion of the right of access is primarily made by the em-

ployee in order to increase pressure on the employer.  

 

Practical advice 

 

Until the Federal Labour Court has clarified the limits and the scope of the right of access 

under Art. 15 GDPR, employers are in any case well advised to observe the following 

points: 

 

1. Preventive: Employers should prepare for requests for information on the pro-

cessing or disclosure of personal data. Therefore, employers should create or 

maintain a structure that enables requests for information to be processed effi-

ciently and in a short time. This can be prepared by maintaining a record of pro-

cessing activities, which is mandatory under Art. 30 GDPR.  

 

2. Acute: If a claim is made under Art. 15 GDPR, the employer must comply with 

it within one month (three months in case of extension of the deadline), Art. 12 

para. 3 GDPR) - otherwise an employer risks claims for damages. If the employer 

rejects the claim, the employee can lodge a complaint with a supervisory author-

ity or take legal action (Art. 77, 79 GDPR). In view of the amount of fines imposed 

by the authorities, employers are not recommended to take the chance. 

 

3. Situational: If data is to be disclosed that affects the rights of other employees 

or third parties, the relevant passages should be redacted. 
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4. Procedural: If an employee asserts claims under Art. 15 GDPR in unfair dismis-

sal proceedings and an amicable settlement is reached, the waiver of the right 

of access should be expressly agreed on. The same applies to out-of-court ne-

gotiation situations. Here, too, intelligent settlement clauses are required that 

exclude the risks described above in the best possible way. 

 

Although no employer is immune to employees who exhaust their rights and deliberately 

stretch the employer's resources, good preparation can bring benefits in a lawsuit.  

 

 

If you have any questions or need advice, please contact lawyer Charlotte von Erdmann 

(mailto: charlotte.erdmann@rittershaus.net) and lawyer Eler von Bockelmann (mailto: 

eler.bockelmann@rittershaus.net). 
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This client information provides only a general and informal overview and does not con-
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